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Understanding Perceptions of Algorithmic Bias Through the Risk
Perception and Attitude Framework

Hannah Overbye-Thompsona , Erick A. Garciaa , Xinyi Zhangb and Laurent H. Wanga

aDepartment of Communication, University of California, Santa Barbara, CA, USA; bDepartment of Human Communication
Studies, California State University, Fullerton, CA, USA

ABSTRACT
Drawing from risk perception attitude framework, this mixed-methods study investi-
gated individuals’ risk and efficacy perceptions of algorithmic bias. We examined algo-
rithmic bias in both organizational algorithms (e.g., healthcare, hiring) and individual-
use algorithms (e.g., search engines and facial filters). Quantitative analysis showed
that participants perceived organizational algorithms as riskier than individual-use
algorithms, while feeling less capable of addressing bias in organizational algorithms.
Qualitative analysis revealed four key risk dimensions (i.e., mental health, privacy and
exploitation, fairness and discrimination, and segmentation and polarization) and three
types of efficacy beliefs (i.e., feelings of powerlessness, strategic consumption, and col-
lective responsibility for mitigating bias). While quantitative data showed no signifi-
cant racial/ethnic differences in risk perceptions, qualitative findings suggested that
people of color may adopt avoidant attitudes toward algorithmic systems, potentially
missing beneficial opportunities. Gender differences also emerged, with male partici-
pants reporting higher efficacy in managing individual-use algorithmic bias and per-
ceiving greater risk in organizational algorithms.
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1. Introduction

In an era dominated by algorithmic decision-making, from curating social media feeds to determining
loan eligibility, the issue of algorithmic bias has become increasingly prevalent; facial recognition sys-
tems have led to wrongful arrests due to higher error rates for people with darker skin tones (Johnson,
2022), healthcare algorithms have been discovered systematically favoring White patients over Black
patients (Obermeyer et al., 2019) and hiring algorithms continue to perpetuate discrimination based on
gender, race, and other personal characteristics (Chen, 2023). These instances represent merely a frac-
tion of the documented cases of algorithmic bias in contemporary systems (cf., Bhuiyan, 2024;
Eubanks, 2018; Grother et al., 2019; O’Neil, 2016; Resende et al., 2024). Algorithmic bias generally
includes two overlapping categories: technical bias emerges from the way algorithms are designed and
implemented, leading to unintended disparities in how different users are treated (Overbye-Thompson
et al., 2024), while moral bias refers to when algorithms produce discriminatory outcomes for specific
groups or individuals, whether deliberately or not (Friedman & Nissenbaum, 1996). These categories
classify bias manifestations rather than their origins, as bias can arise through multiple pathways
including biased training data, flawed design, inadequate validation, and implementation contexts
(Danks & London, 2017; Das et al., 2021; Olteanu et al., 2019).

When examining how risks associated with algorithmic biases manifest in practice, they present two
distinct categories: (1) risks from individual-use algorithms (e.g., search engines and facial filters), such
as limited access to information and technological benefits (e.g., being able to smoothly use facial
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recognition technology), and (2) risks from organizational algorithms (e.g., healthcare and policing sys-
tems) which pose risks to people’s fundamental well-being, including their health, livelihood, and finan-
cial stability. Despite increasing governmental attention to the risks posed by algorithmic bias (U.S.
EEOC, 2024), there remains a gap in understanding how the public perceives algorithmic bias, leaving
a fundamental question unanswered: To what extent do people believe they are vulnerable to the nega-
tive effects of algorithmic bias and how confident do they feel in their ability to manage this risk?

Using the Risk Perception and Attitude Framework (RPA; Rimal & Real, 2003), this concurrent tri-
angulation mixed methods study aims to explore: (1) individuals’ understanding of algorithmic bias
with both organizational and individual-use algorithms, (2) individuals’ risk and efficacy perceptions
vis-�a-vis such algorithms, and (3) how these perceptions are related to individuals’ demographic charac-
teristics. Theoretically, our study extends the RPA framework to the context of algorithmic bias and
examines how risk and efficacy perceptions vary based on algorithm type as well as demographic fac-
tors such as gender and race. Understanding whether people perceive algorithmic bias as a risk to their
wellbeing is crucial, not merely for fostering increased knowledge of the effects of algorithmic bias, but
also for informing the adoption of strategies to protect against algorithmic bias. Given that algorithmic
biases often reinforce existing societal inequities (cf. Noble, 2018; O’Neil, 2016) particularly those
related to race and gender, our findings can inform policy to reduce algorithmic bias and inform the
design of interventions to increase people’s agency, all with the goal of ultimately decreasing inequities.

1.1. Exploring risk and efficacy perceptions of algorithmic bias using the RPA

The Risk Perception Attitude Framework (RPA; Rimal & Real, 2003) focuses on the role that risk per-
ceptions and self-efficacy play in motivating protective behaviors. Perceived risk refers to people’s inter-
pretations and subjective judgements about risk (Paek & Hove, 2017) and includes the perceived
susceptibility of a risk (i.e., how vulnerable someone perceives themselves to be) and the perceived sever-
ity of a risk (i.e., how susceptible someone perceives themselves to be) (Paek & Hove, 2017). Risk per-
ceptions are influenced by a variety of factors, such as personal characteristics (e.g., gender, race, and
age) and cognitive factors (e.g., knowledge) (Balog-Way et al., 2020). Self-efficacy refers to people’s con-
fidence in their ability to engage in risk-preventative behavior (Rimal & Real, 2003). The RPA posits
that the effect of perceived risks on protection motivation is moderated by self-efficacy, such that indi-
viduals who perceive a high level of risk and have strong self-efficacy are more likely to engage in pro-
tective actions.

In particular, RPA identifies four distinct groups of people based on their risk and efficacy percep-
tions (Rimal & Real, 2003; Shi & Kim, 2020). When people perceive the risks are high, and feel effica-
cious in dealing with the risks, RPA refers to them as having a responsive attitude. This group is the
most motivated to engage in self-protective behaviors. For example, in the context of algorithmic bias,
people who perceive themselves at heightened risk for being misidentified by predictive policing algo-
rithms—algorithms that use facial recognition to identify criminals—and who feel efficacious in pre-
venting that from happening, may take action to remove their face from databases used by police (e.g.,
Clearview AI, 2025; Mueller, 2023).

Conversely, people can feel at heightened risk, but lack the efficacy to protect themselves; this group
of people is characterized as having an avoidant attitude (Rimal & Real, 2003). Because this group feels
particularly vulnerable to experiencing algorithmic bias, but do not feel like they have the ability to
mitigate the risks, they are less likely to engage in self-protective behaviors than people with a respon-
sive attitude. People with avoidant attitudes may perceive themselves at risk for being misdiagnosed by
a healthcare algorithm, but because they do not feel they can protect themselves, they are less likely to
take steps to mitigate this risk, such as talking to their doctor about the steps that went into their
diagnosis.

When people perceive themselves at low risk, but feel efficacious, RPA (Rimal & Real, 2003) refers
to them as having a proactive attitude. Although they are not motivated by perceived risk, they are still
likely to engage in more self-protective behaviors than those with an avoidant attitude because they feel
efficacious. For example, if people believe a search algorithm can produce racist or sexist results against
other groups (e.g., Noble, 2018), they may not view the search algorithm as personally threatening their
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well-being as it does not spread negative stereotypes about their group identity. However, because they
feel capable of controlling how they engage with the algorithm, they may modify their search terms or
switch to a different search engine. Indeed, Overbye-Thompson et al. (2024) found that when dealing
with algorithmic bias in image recognition algorithms, an individual with a proactive attitude may
engage in reinvention behaviors to adapt and manipulate the algorithm to better suit their needs, such
as adjusting the lighting conditions of the environment that they are in.

Finally, RPA characterizes people who are low in both perceived risk and efficacy as having an indif-
ferent attitude, as they are less likely to be motivated to protect themselves compared to the other three
groups. For example, if women encounter a search engine that underrepresents them in professional
occupations (e.g., Metaxa et al., 2021), they may assess the risk to their well-being as minimal. They
may also feel powerless to address the algorithmic bias, and therefore, lack motivation to seek out solu-
tions to eliminate the problem.

1.2. Applying the RPA in the algorithmic contexts

The RPA framework is particularly well-suited for examining responses to algorithmic bias for sev-
eral reasons. First, algorithmic bias represents a contemporary risk that varies significantly in both
personal relevance and individual capacity for mitigation, which can be explained by core con-
structs of RPA (i.e., risk perception and self-efficacy). Second, the RPA framework’s emphasis on
subjective risk perceptions aligns well with our focus on perceived algorithmic bias. Indeed, unlike
risks that can be more objectively detected and assessed (e.g., health, natural disasters, etc.), algo-
rithmic bias risks are often unevenly distributed across demographic groups and may be difficult
for individuals to detect. Individuals also may have vastly different awareness and personal experi-
ences with biased systems, making subjective risk assessment a critical factor in understanding indi-
viduals’ protective behavior vis-�a-vis such risks. Third, RPA’s four-category typology (responsive,
avoidant, proactive, and indifferent attitudes) provides a nuanced understanding of why different
individuals may respond differently to the same algorithmic system, moving beyond binary
approaches to risk response.

1.3. Risk and efficacy perceptions of algorithmic bias

Categorizing individuals into different RPA attitudinal groups requires a thorough understanding of
what risk and efficacy perceptions people hold. In the context of algorithmic bias, one of the challenges
in assessing individuals’ risk perceptions related to algorithms is the limited understanding many people
have about what algorithms are and how they can be biased. Although research has shed some light on
how people form folk theories about algorithms (Ytre-Arne & Moe, 2021), there is still a dearth of
information regarding how much people know about algorithms, and even more so when it comes to
what people know about algorithmic bias specifically.

A key factor contributing to this knowledge gap is the opacity of most algorithmic systems. Burrell
(2016) identifies three forms of opacity that hinder users’ understanding: (1) intentional concealment
by companies (i.e., to protect proprietary technology), (2) the general public’s limited ability to compre-
hend coding languages, and (3) the fundamental disconnect between algorithmic processing of complex
data and human intuitive reasoning. This opacity makes it challenging for users to grasp how algo-
rithms are created, maintained, and how they arrive at conclusions.

Despite these barriers, users can develop a degree of algorithmic awareness and literacy through their
interactions with algorithmic systems. Swart (2021) found that young people’s algorithmic literacy,
which includes their algorithm awareness, is often context-specific, varying depending on the platform
or feature being discussed and triggered by expectancy violations or explicit personalization cues.
However, this experiential knowledge does not always translate into an ability to articulate an under-
standing of algorithms or motivate users to intervene in algorithmic decisions.

This uncertainty may lead to either an underestimation of risks associated with algorithmic bias,
potentially exposing users to harm, or an overestimation that breeds unwarranted fear and distrust in
beneficial technologies. Moreover, limited algorithmic literacy can affect users’ sense of efficacy in
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managing algorithm-related risks. If individuals don’t understand how algorithms operate or influence
their digital experiences, they may feel powerless to protect themselves or make informed choices. This
lack of perceived control could lead to resignation rather than active engagement with privacy settings
or other protective measures.

In this study, we aim to address these gaps in the literature by obtaining deeper insights into under-
standing the risk and efficacy perceptions of algorithmic bias. Primarily, we aim to explore individuals’
subjective personal experiences toward algorithms; in doing so we go beyond the current literature by
making inferences to discern any notable key dimensions that arise when individuals discuss their
thoughts on risk perceptions and efficacy toward algorithmic bias. Accordingly, we utilize RPA as a
guiding theoretical framework to pose the following:

RQ1: What are individuals’ perceptions of risks and efficacy associated with algorithmic bias?

1.3.1. Organizational versus individual algorithmic bias
When considering the types of risks that individuals may perceive regarding algorithms, and therefore
their efficacy perceptions in handling such risks, algorithmic bias can be divided into two broad cate-
gories that can pose different risks to users: (1) algorithmic bias that occurs within algorithms that
are used by an individual (e.g., Google search algorithms and the algorithms used by facial filters),
and (2) algorithmic bias that occurs within algorithms designed for organizational use (e.g., algo-
rithms used to make predictive policing or healthcare diagnoses). Organizational-based algorithmic
bias can pose risks to an individual’s livelihood, health, or other part of their life that would drastic-
ally affect their well-being. For example, a loan approval algorithm that exhibits gender bias (cf.,
Hassani, 2021) poses a risk to an individual’s financial well-being, and a biased healthcare algorithm
(cf., Obermeyer et al., 2019) poses a risk to an individual’s health. Conversely, bias within individual-
use algorithms rarely threatens one’s livelihood or health directly. These algorithms do, however,
pose a risk to one’s ability to seek out relevant information (e.g., in the case of biased search engines,
cf., Noble, 2018), and their ability to benefit from technology at the same rate as their peers (e.g., in
the case of facial recognition algorithms not working for users with dark skin; Buolamwini & Gebru,
2018). If an algorithm does not function smoothly for a user, they may lose out on benefits that are
available to other groups, become more frustrated when using the algorithm, or lose trust in the crea-
tors of that algorithm.

Thus, individual-use versus organizational-use algorithms may pose different risks to users and lead
to varying perceptions of control and management capacity. Algorithms designed for organizational use
may present a greater perceived risk due to their ability to negatively impact wellbeing. Take, for
example, the COMPAS (Correctional Offender Management Profiling for Alternative Sanctions) risk
assessment algorithm, which is utilized to evaluate parole eligibility. Research has shown that the algo-
rithm disproportionately predicts higher recidivism rates among women and Black defendants than
what is accurate (Hamilton, 2019; Larson et al., 2016). This form of bias poses a greater risk to individ-
uals than an algorithm designed for individual use, such as image search underrepresenting women in
certain professions (Metaxa et al., 2021).

At the same time, the opaque nature of algorithms used by organizations may limit individual’s feel-
ings of efficacy in dealing with this bias than with an algorithm designed for individual use. Using the
example of a biased image search algorithm once more, when an individual faces this issue, they can
adopt strategies to bypass the bias, like typing in different, more specific search terms. Conversely,
when encountering a biased algorithm used by a corporation, the individual subjected to it finds them-
selves without any means of addressing or rectifying the situation. To our knowledge, the literature has
yet to develop a thorough understanding of how risk and efficacy perceptions differ between individual
and organizational use of algorithms and their associated biases. Based on our arguments and evidence
above, we aim to fill that gap by proposing the following hypotheses:

H1. Participants will report higher perceived risk with organizational-based algorithmic biases com-
pared to individual-based algorithmic biases.
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H2. Participants will report lower self-efficacy in mitigating algorithmic bias for organizational-based
algorithms compared to algorithms designed for individual use.

1.4. Racial/ethnic and gender differences in risk and efficacy perceptions

Next, we seek to understand how such risk and efficacy perceptions related to algorithmic bias vary
across different demographic groups. Historically, algorithmic bias has disproportionately exhibited
three types of demographic biases: gender bias, racial/ethnic bias, and skin tone bias. Starting as early
as the 1970s, there were instances of algorithms favoring men over women in hiring decisions
(Schwartz, 2019). More recently, gender bias has been found in a plethora of algorithms. For instance,
search engines, are more likely to both perpetuate potentially harmful stereotypes against women and
underrepresent them in results (Kay et al., 2015; Otterbacher et al., 2017), and algorithms for credit
scoring and loan approvals persistently display gender-based bias against women (Das et al., 2023;
Hassani, 2021).

Racial and ethnic bias, where an algorithm advantages White individuals over those from other racial
and ethnic groups, is also prevalent. For example the COMPAS algorithm for determining criminal
recidivism over-identifies Black inmates as being likely to reoffend (Laqueur & Copus, 2022).
Furthermore, algorithms often exhibit reduced functionality for individuals with darker skin.
Automated water faucets (Qi Ren et al., 2022), facial recognition algorithms (Buolamwini & Gebru,
2018) and smartwatches (Boonya-Ananta et al., 2021; Ray et al., 2021) have been shown to perform sig-
nificantly worse for those with dark as opposed to light skin.

Instances of algorithmic bias against specific groups, such as women and people of color
(Buolamwini & Gebru, 2018) may shape these groups’ risk and efficacy perceptions in responding to
algorithmic bias. In addition, research has demonstrated that algorithm knowledge varies by socioeco-
nomic status (Cotter & Reisdorf, 2020; Gran et al., 2021; Gruber & Hargittai, 2023), such that socioeco-
nomically disadvantaged individuals may have less knowledge to help develop clear risk perceptions
and efficacy beliefs. While these demographic differences likely manifest in algorithmic bias, to our
knowledge, there lacks an understanding of how individuals’ risk and efficacy perceptions of such bias
may be shaped by their sociodemographic identities. Individuals identifying with groups that are more
frequently subjected to algorithmic bias may conceptualize and respond to this issue in a manner dis-
tinct from those in groups less prone to encountering such bias. Given that racial/ethnic and gender
biases are most prevalent, we pose the following research question:

RQ2: How do individuals’ racial/ethnic and gender identities influence their perceptions of the risks
and efficacy associated with algorithmic bias?

2. Methods

This study used a concurrent triangulation mixed methods design (Creswell & Poth, 2018, p. 392) that
combines and compares quantitative and qualitative data collected simultaneously to explore individu-
als’ understanding and risk and efficacy perceptions of algorithmic bias across individual and organiza-
tional uses, as well as how demographic characteristics shape these perceptions. Toward this end, we
administered an online survey consisting of both closed and open-ended questions.

Using both quantitative and qualitative data provides a unique perspective on this new research area.
While quantitative data can provide a general understanding of the differences in individuals’ percep-
tions of risk and efficacy between the types of algorithms, qualitative data gives participants the oppor-
tunity to elaborate on their thoughts, feelings, and perceptions surrounding their understanding of
algorithmic bias (e.g., their knowledge, their understanding, their perceived susceptibility, their per-
ceived severity, and the protective actions taken towards algorithmic bias).
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2.1. Procedure

Following Creswell and Poth (2018) concurrent triangulation design, we collected quantitative and
qualitative data simultaneously to provide complementary perspectives on algorithmic bias perceptions.
Our triangulation approach involved three phases: (1) independent analysis of each dataset, (2) system-
atic comparison of findings, and (3) integration to identify convergent and divergent patterns.

Participants completed an online survey via Qualtrics. To test H1 and H2, we first measured their
risk and efficacy perceptions of biased algorithms designed for organizational and individual use
adapted from existing measures (see below). Then we asked a series of open-ended questions to answer
RQ1 and RQ2. Example questions include: “What is your understanding about algorithmic bias? Have
you heard about it before, what do you think it means for an algorithm to be biased?” and “Do you
think that you can find a workaround to mitigate any negative effects of bias?” For the quantitative
data, we conducted t-tests and MANOVA analyses to test our hypotheses regarding differences in risk
and efficacy perceptions between algorithm types and across demographic groups.

In addressing RQ1 and RQ2 for the qualitative data, we used the Taguette software (Rampin &
Rampin, 2021) to organize the qualitative data and employed thematic analysis to identify, analyze, and
report patterns (i.e., themes) within the open-ended responses, following Braun and Clarke’s (2006) six-
phase process. This approach was chosen for its flexibility in interpretation, which aligns well with our
exploratory aims (Braun & Clarke, 2006). Following initial data familiarization, two authors independ-
ently conducted descriptive coding, with particular attention to narrative recurrence and repetition
(Owen, 1984). The authors then met to compare codes, resolving any discrepancies to finalize a com-
prehensive coding list. Subsequently, we collaboratively organized these codes into potential themes,
examining their relevance to the research questions on perceived risks and efficacy beliefs related to
algorithmic bias. Finally, we independently reviewed and refined the themes to ensure they captured
the essential elements of the data.

In the integration phase, we systematically compared findings from both datasets to address our
research questions. For RQ1 (perceptions of risks and efficacy), we examined whether qualitative
themes aligned with quantitative patterns. For RQ2 (demographic influences), we compared statistical
differences with qualitative narratives about identity-based experiences. We specifically looked for con-
vergence (i.e., where both datasets supported similar conclusions), complementarity (i.e., where datasets
provided different but mutually enriching perspectives), and divergence (i.e., where findings appeared
contradictory, warranting further examination). This approach allowed us to leverage the breadth of
quantitative findings with the depth of qualitative insights to provide a comprehensive understanding
of algorithmic bias perceptions.

2.2. Participants

To determine the number of participants necessary for the survey, we used G�Power (Faul et al., 2009)
to conduct an a priori power analysis for a test comparing two dependent means to address H1 and
H2. With a small effect size (dz¼ 0.2), power of 0.80, and alpha level of 0.05, the analysis indicated
that 199 participants would be required. We then oversampled to 388 participants in order to capture
adequate representation across different demographic groups for our secondary analyses. All partici-
pants were recruited from an undergraduate subject pool. Undergraduates were selected for this study
because young, educated individuals are more likely to be algorithmically aware (Oeldorf-Hirsch &
Neubaum, 2023). Because our goal was to understand risk and efficacy perceptions vis-�a-vis specific
types of algorithms (i.e., individual and organizational), undergraduates who have relatively high algo-
rithmic awareness and previous user experience are well-suited to provide rich insights. Of the partici-
pants, 74% (n¼ 254) identified as female, 25% (n¼ 87) as male, and 1% (n¼ 3) as nonbinary; the
remaining 11% (n¼ 44) declined to state their gender. The participants had an average age of 19.90
(SD ¼ 1.87). 22% of participants self-identified as East or South Asian (n¼ 76, with 42 East Asian, 21
South Asian, and 16 mixed Asian), 3% as Black/African American (n¼ 10), 26% as Latino/Latine(x)/
Hispanic (n¼ 89), 5% as Middle Eastern (n¼ 16), 38% as White/Caucasian (n¼ 130), and 6% identified
with multiple racial categories (n¼ 20). The remaining participants (n¼ 47, 12%) either selected
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“Other” (n¼ 3) or declined to state their race. Participants or their parents had a median income of
$60,000–$89,999.

2.3. Measures

Appendix A provides a full list of items used in the survey.

2.3.1. Risk perception: Organizational algorithms
We used five items adapted from Wilson et al. (2019) to assess risk perceptions of algorithmic bias in
algorithms used by organizations. Example items include “How concerned are you (if at all) about algo-
rithmic bias in algorithms that are used by organizations?” and “Considering any potential effects that
algorithmic bias in algorithms that are used by organizations might have on you personally, how con-
cerned are you about algorithmic bias?” Items were measured on a 5-point scale from (1) not at all to
(5) extremely (a ¼ 0.91, M¼ 2.6, SD¼ 0.87).

2.3.2. Risk perception: Individual use algorithms
We used five items adapted from Wilson et al. (2019) to assess risk perceptions of algorithmic bias in
algorithms used by individuals. Example items include “How concerned are you (if at all) about algo-
rithmic bias in algorithms that are used by individuals?” and “Considering any potential effects that
algorithmic bias in algorithms that are used by individuals might have on you personally, how con-
cerned are you about algorithmic bias?” Items were measured on a 5-point scale from (1) not at all to
(5) extremely (a ¼ 0.93, M¼ 2.37, SD¼ 0.90).

2.3.3. Efficacy beliefs: Organizational algorithms
We used 10 items adapted from Schwarzer and Jerusalem (1995) to assess efficacy beliefs relating to
bias found in algorithms that are used by organizations. Example items include “I am confident that I
could deal efficiently with unexpected events related to algorithmic bias in algorithms that are used by
organizations” and “When I am confronted with algorithmic bias in algorithms that are used by organi-
zations, I can usually find several solutions.” Items were measured on a 5-point scale from (1) not at
all true to (5) exactly true. (a ¼ 0.92, M¼ 2.74, SD¼ 0.74).

2.3.4. Efficacy beliefs: Individual use algorithms
We used 10 items adapted from Schwarzer and Jerusalem (1995) to assess efficacy beliefs relating to
algorithmic bias found in algorithms that are used by individuals. Example items include “I am confi-
dent that I could deal efficiently with unexpected events related to algorithmic bias in algorithms that
are used by individuals” and “When I am confronted with algorithmic bias in algorithms that are used
by individuals, I can usually find several solutions.” Items were measured on a 5-point scale from (1)
not at all true to (5) exactly true (a ¼ 0.95, M¼ 2.9, SD ¼ 0.81).

3. Results

3.1. Quantitative data

Consistent with H1 and H2, t-tests revealed individuals viewed algorithms that are used by organiza-
tions (M¼ 2.6) as riskier than those used by individuals (M¼ 2.37), t(362) ¼ 5.35, p< 0.001, and par-
ticipants felt lower efficacy when dealing with algorithms used by organizations (M¼ 2.74) than those
used by individuals (M¼ 2.90), t(351) ¼ −4.53, p< 0.001.

RQ2 asked how perceptions of algorithmic risk vary across demographic dimensions, specifically
race, ethnicity and gender. We conducted a MANOVA to assess how risk perceptions of algorithmic
bias differ, if at all, by gender and race/ethnicity. A power analysis using G�Power indicated that a total
sample of N¼ 132 was required to detect a medium-sized multivariate effect (f2(V) ¼ 0.0625) with
power ¼ 0.95 and a¼ 0.05 in a MANOVA with four dependent variables and a 2 (gender) � 3 (race/
ethnicity) between-subjects design. This six-group design implies a minimum of approximately 22
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participants per group to ensure sufficient power and stable estimates. To meet this requirement, we
restricted the analysis to the three largest racial/ethnic groups in the dataset: White (n¼ 130), Asian
(East or South Asian; n¼ 62), and LatinX (n¼ 67). Participants identifying as Black (n¼ 10), Middle
Eastern (n¼ 16), multiracial (n¼ 20), or “Other”/unspecified (n¼ 47) were excluded due to small sub-
group sizes. Similarly, only participants who identified as male (n¼ 62) or female (n¼ 197) were
included; participants identifying as nonbinary (n¼ 3) or declining to report gender were excluded.
The final analytic sample consisted of N¼ 259 participants. Participants who did not complete the risk
and efficacy measures were excluded from analysis.

We conducted a MANOVA with four dependent variables: perceived risk and efficacy in addressing
algorithmic bias in individual-use and organizational-based contexts. The results revealed a significant
multivariate effect of gender, Pillai’s trace ¼ 0.043, F(4, 240) ¼ 2.67, p¼ 0.033, and no significant
multivariate effect of race/ethnicity, Pillai’s trace ¼ 0.020, F(8, 482) ¼ 0.59, p¼ 0.784. Follow-up uni-
variate ANOVAs revealed that gender significantly predicted both organizational efficacy, F(1, 244) ¼
4.62, p¼ 0.033, and organizational risk perception, F(1, 244) ¼ 5.94, p¼ 0.016. In both cases, male par-
ticipants reported higher efficacy (M¼ 2.90, SD ¼ 0.77) and greater perceived risk (M¼ 2.78, SD ¼
0.91) than female participants (M¼ 2.68, SD ¼ 0.74 for efficacy; M¼ 2.48, SD ¼ 0.82 for risk). Gender
differences for individual-use efficacy (p¼ 0.174) and individual-use risk (p¼ 0.164) were nonsignifi-
cant. Post hoc comparisons using Tukey-adjusted estimated marginal means showed no significant dif-
ferences between racial/ethnic groups on any of the four dependent variables (all p> 0.28). See Table 1
for all means and standard deviations by group.

3.2. Qualitative data

3.2.1. Perceived risks
In response to RQ1, we identified several key dimensions in individuals’ discussions about their percep-
tions of the risks associated with algorithmic bias across both individual and organizational uses. While
most participants showed basic algorithmic awareness regarding algorithmic effects (e.g., curated con-
tent, personalized feeds based on search history), many acknowledged having limited understanding of
algorithmic operations or the specific mechanisms underlying algorithmic bias. A few participants,
therefore, expressed appreciation for this research’s role in raising their awareness on this issue.

Although a noticeable portion of participants did not view algorithmic biases as problematic and
considered their own risks minimal given their benefits, the majority expressed significant concerns.
These participants frequently perceived biased algorithms as malfunctioning systems that violate users’
best interests and undermine social justice with distorted information and unfair outcomes, often
attributing these biases to intentional developer decisions and flawed designs, and sometimes to limita-
tions of training data, or inherent biases in human behavior. In reviewing the data, we observed that
“bias” was occasionally interpreted as personal biases in processing online information. Although this
understanding diverged from our defined concept of algorithmic bias, it nonetheless highlighted a
broader recognition among participants: algorithmic content creation is shaped by both platform algo-
rithms and individual user influences. Taking an inductive approach, we further examined how partici-
pants conceptualized and perceived algorithmic bias. Four pathways of risks emerged from the data:
mental health, privacy and exploitation, fairness and discrimination, and segmentation and polarization.

Table 1. Descriptive statistics by group.
Gender Race/ethnicity Efficacy(Indv) Efficacy(Org) Risk(Indv) Risk(Org) n

Female Asian 2.82 (0.89) 2.57 (0.74) 2.47 (1.02) 2.60 (0.92) 41
LatinX 2.76 (0.75) 2.62 (0.76) 2.25 (0.95) 2.42 (0.84) 55
White 2.99 (0.83) 2.76 (0.74) 2.25 (0.83) 2.47 (0.79) 101�� Total (Female)�� 2.89 (0.82) 2.68 (0.74) 2.30 (0.90) 2.48 (0.82) 197

Male Asian 3.06 (0.78) 2.93 (0.65) 2.37 (0.81) 2.70 (0.79) 21
LatinX 3.05 (0.87) 3.04 (0.69) 2.45 (0.95) 2.65 (0.80) 12
White 3.05 (0.85) 2.81 (0.89) 2.61 (0.97) 2.89 (0.98) 29�� Total (Male)�� 3.05 (0.81) 2.90 (0.77) 2.50 (0.90) 2.78 (0.91) 62

Note: The bold values are significant of p < .05. Indv¼ Individual-use algorithms; Org¼Organizational-use algorithms. Values represent M
(SD). “Total” rows collapse across race within each gender group.
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3.2.1.1. Mental health risks. Participants expressed concerns about potential self-esteem harm due to
algorithmic bias, particularly for individuals from underserved groups exposed to content that nega-
tively targets them. They noted that, over time, such exposure could damage self-perceptions and
deteriorate mental well-being. For example, some participants worried that curated content, often
designed to provoke stronger reactions, could negatively impact emotions due to the profit-driven
nature of algorithmic platforms. Continuous exposure to filtered beauty content, for instance, can
propel body anxiety and harm self-esteem. In another vein, some participants highlighted the time-
consuming nature of social media and expressed frustration with increasingly trivial algorithmic con-
tent. For instance, one participant shared, “I am no longer being mentally stimulated, before my
TikTok was cute cooking videos and now I know all about Jojo Siwa’s life.” They expressed that both
excessive and insufficient mental stimulation caused by algorithmic curation could have detrimental
effects on users’ mental health. Moreover, participants expressed concerns that mentally unwell individ-
uals might be exposed to increasingly addictive and harmful content, as algorithms could learn their
preferences and perpetuate vicious cycles.

3.2.1.2. Privacy and exploitation risks. Concerns about data privacy and security were prominent, with
participants repetitively expressing uncertainty about “who is behind it and what they are doing with
the information they have access to.” The ongoing datafication intensified participants’ negative feelings
about being monitored and tracked without explicit consent, from facial recognition to phone monitor-
ing. Many felt insecure about the safety of their data and expressed low trust in corporations’ integrity
and intentions, worrying about potential underhanded tactics used to profit from users’ private infor-
mation. Additionally, issues like data breaches, leaks, and hacking raised significant concerns about
cyber security and the risks of identity theft and fraud, leading participants to question the adequacy of
platforms’ data storage and management practices.

These privacy concerns were closely linked to the risk of algorithmic bias. Given the opaque nature
of data collection and algorithmic decision-making, users remained unclear about how biases in the
data might shape the content they see or withhold critical information. This lack of transparency not
only fueled mistrust but also placed vulnerable communities at a higher risk of exposure to harmful or
exclusionary content. Moreover, participants’ worries about privacy and corporate exploitation intensi-
fied their concerns over algorithmic bias, as they viewed algorithms as potentially exploiting and profil-
ing them based on biased data inputs.

3.2.1.3. Fairness and discrimination risks. At the societal level, biases embedded in organizational algo-
rithms were perceived as a systemic threat to “individual rights, societal norms, and even demographic
processes.” As digitalization increasingly penetrates all aspects of life, essential social sectors—such as
employment, civic participation, law enforcement, financing, and healthcare—are becoming heavily reli-
ant on algorithmic decisions. These decisions were perceived to be largely based on algorithmic cat-
egorization and determination of personal traits, such as sex, race/ethnicity, and sexual orientation.
When their categorization mismatches with the prioritized groups in training data, individuals may
face negative consequences, such as higher rates of misdiagnosis in medical contexts.

Furthermore, the robotic nature of algorithms raised concerns, as one participant noted, “they
could…not take into account the backstory of a patient and their emotions since it is a strictly com-
puted entity.” Over time, participants feared that algorithmic bias could exacerbate social inequity and
further disadvantage marginalized groups, as their individual values and behaviors are quantified and
evaluated by algorithms biased against them. As one example, the facial recognition system has been
repeatedly brought up as a potential threat to criminal justice, as it is recognized as biased against
minorities due to white-dominated training processes:

Facial recognition technology used by police can suffer from racial biases, often resulting in higher
misidentification rates for people of color compared to white individuals. This can lead to wrongful arrests,
invasions of privacy, and a disproportionate surveillance burden on certain communities. Such biases erode
trust in law enforcement and perpetuate racial discrimination.
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As a result of social grouping, disadvantaged groups may face even more restricted access to finan-
cial, healthcare, and legal resources if decisions are influenced by algorithmic bias. The consequences
are serious, as these groups are further deprived of essential life opportunities. As one participant
noted, “biased algorithms could result in discriminatory hiring practices, denial of loans to qualified
individuals, or unfair targeting by law enforcement, all of which can have serious negative consequences
for individuals and society as a whole.” Participants were hence highly concerned about equity, inclu-
sion, and fairness issues in their discussion. Additionally, certain vulnerabilities may also be exploited
more by algorithms (e.g., targeted exposure to financial aid advertisements, predatory scams) for finan-
cial gains, which further exacerbates these challenges facing disadvantaged groups.

3.2.1.4. Segmentation and polarization risks. According to participants, curated feeds based on per-
sonal identity can lead to differentiated content views among groups, limiting exposure to diverse per-
spectives. Living within these ingroup echo chambers, shaped with sociodemographic categories and
ideological views, in turn, raises the risk of perpetuating intergroup stereotypes and biases in assessing
others, thereby exacerbating issues of fairness. This has important societal implications if content cur-
ation is intended by platforms for political purposes—a manifestation of organizational use of biased
algorithms. Organizational algorithm use, in turn, can create a lack of individual awareness around cer-
tain societal issues, with users experiencing different media agendas that weaken the shared foundation
for social discourse. As one participant noted, “it could cause more division within society as people
become more reinforced in their ways and less open-minded.” By segmenting information feeds accord-
ing to social groups, algorithmic bias is perceived to potentially deepen ideological polarizations and
increase societal division.

3.2.2. Efficacy beliefs
We asked participants what they viewed as potential actions they could take in confrontation to algo-
rithmic bias to further explore RQ1 in terms of individuals’ efficacy beliefs. Although most participants
expressed low self-confidence in addressing potential risks, they proposed various strategies as potential
individual and collective solutions.

3.2.2.1. Feelings of powerlessness as an individual. A noticeable portion of participants expressed dif-
ficulty in imagining potential solutions to counteract the negative effects of algorithmic bias. These par-
ticipants frequently used phrases like “I believe,” “in my personal opinion,” and “I am not sure if I
could,” indicating their perceptions of limited individual agency over issues that were not under their
control. Consequently, some participants adopted an out-of-sight, out-of-mind approach, stating, “I
don’t know what I could possibly do about it so I don’t really worry about it.” This shows that a lack
of self-efficacy can impede individuals’ motivations to engage in further actions to combat algorithmic
biases; rather, people may choose to accept the inevitable risks. Indeed, in certain instances, this sense
of powerlessness in confronting algorithmic bias escalated to a broader pessimism regarding individuals’
influence against systemic forces, as one participant reflected: “sometimes its not worth fighting the sys-
tem if you want to get far.” Participants felt there was no true escape from algorithmic bias in the
digital era unless they completely abstained from digital media use. As one participant remarked, “the
only way I think you could avoid it for sure is by covering your camera.” Even those who desire to
address these challenges expressed the need for guidance and resources.

3.2.2.2. Strategic consumption as proactive actions. In contrast, some participants believed they could
take personal actions to combat algorithmic bias by strategizing their content consumption and plan-
ning their user behavior. First, several participants would turn to more diversified input by increasing
the number of media outlets they consume, hoping this could entail a more comprehensive understand-
ing of the world by hearing different voices. One participant suggested to “try not to immediately
believe what you see because it may be tailored to your opinion,” which implies the importance of fact-
checking. They additionally advocated for leveraging the learning nature of algorithms to train the algo-
rithms by actively self-selecting into more diverse content (i.e., “be more calculated with searches”).
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One participant innovatively suggested the idea of “start acting like I’m someone I’m not for them to
give me things I normally wouldn’t see,” while another mitigated bias by “observing and analyzing
both sides of the propositions that I would be voting on” during the 2024 presidential election. As
another example, one participant mentioned their experience of deliberately not engaging with targeted
advertisements, and another mentioned hitting “uninterested” to reduce their exposure to certain
content.

They also emphasized privacy preservation in response to their privacy concerns and called for more
caution in management of online information and algorithmic data collection. This may include
reduced use as a possible remedy. Some participants believed that users can periodically exploit the for-
getfulness of digital media, stating “you could probably become inactive to erase the biases,” so they
deleted social media applications for a few months or restarted with new accounts. In general, most
participants believed more mindfulness in examination and consumption of algorithmic feed can
reduce the negative impacts of algorithmic bias. The ability to engage in these creative solutions, of
course, requires basic algorithmic awareness and understanding.

3.2.2.3. Collective responsibility for mitigating bias. To address algorithmic bias from corporate per-
spectives, participants suggested solutions in the development phase by reducing bias in training data
(e.g., “I would start by making sure the information they learn from includes lots of different kinds of
people”) and emphasizing “data preprocessing, algorithmic design, and post-processing techniques.”
Several suggested introducing incentives, regulations, and open audits for organizations and institutions
to promote algorithmic fairness. Additionally, they believed collaboration among stakeholders could
help mitigate negative effects (e.g., “incorporating insights from customers, product engineers, market-
ing teams, and external consultants to help mitigate the bias”). For instance, one participant mentioned
external tools designed to eliminate such biases. This theme highlights a focus on customer rights. At
the collective level, organizations can mitigate bias by fostering inclusive data practice and enhancing
transparency.

3.2.3. Social identity
RQ2 explores how gender and racial/ethnic identity influence individuals’ perceptions of the risks and
efficacy associated with algorithmic bias. We found three themes associated with one’s social identity in
shaping their perceptions, namely, (1) psychological ease for dominant groups, (2) systematic disadvan-
tages against minorities, and (3) cultural practices and raised awareness. We additionally identified
sexuality as another salient identity factor, which has been less addressed in the literature.

3.2.3.1. Psychological ease for dominant groups. Participants imagined that minorities are treated
unfairly as a ramification of algorithmic bias, which aligns well with the fairness and discrimination
risks outlined above. By contrast, dominant social groups may instead benefit from algorithmic bias.
One participant imagined the systemic inequality would manifest in the manner that “white cishet (par-
ticularly men) may view algorithmic bias as less of a risk because they are the dominant group/identity
and the systems usually work in their favor.” This view was corroborated by our data that White male
participants also perceived their privilege in this process: “… I am also a white male, so I likely would
not be the target of an algorithmic bias.” Dominant social groups might experience greater psycho-
logical safety, as reflected in several blunt remarks, such as, “I do not see them as a risk since they are
programmed in my favor.” Reasonably, many participants expressed concerns that algorithmic bias
could perpetuate racism within dominant groups, as echo chambers among these groups are more
likely to present racist or sexist behaviors as acceptable, distorting people’s perceptions.

3.2.3.2. Systematic disadvantages against minorities. In contrast, participants who are female, queer,
and/or individuals of color, especially Hispanic or Black, are confronted with disproportional harms of
algorithmic bias. One significant harm is stereotyping based on social categories, associating dominating
groups with positive connotations and minorities with negative ones. Often going unnoticed, the bias
has been shaping our social perception and cultural context, leading to unfair treatment and
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discrimination (cf., Noble, 2018). Segmentation risks can also emerge, as participants were exposed to
more in-group members and retrospectively felt “at risk of thinking the world is safer than it actually
is.” At the practical level, algorithmic bias can induce extra negativity to minorities in a world governed
by robotic quantification and computing. Participants recognized the algorithmic harm on multiple
aspects of social equity, such as assignment of credit scores, loan distribution, job applications, health-
care and facial recognition. A sample comment goes as follows: “I feel like certain minority groups
(class, gender, race, etc.) may be unfairly profiled, discriminated against, denying opportunities, and
perpetuating stereotypes.” Algorithmic bias was considered an amplifier of existing systematic barriers
facing minorities.

Based on personal experience and social identity, many participants expressed higher concerns about
algorithmic biases because they were, for example, a young woman, or a non-binary queer Latinx. They
expressed fear for the disproportionate mental health risks tied to their everyday consumption and
information-seeking of online content. Moreover, they suffered from algorithmic unfairness in real life
scenarios. Because the medical information presented online is created with stronger male-orientation,
for instance, female participants noted their difficulties in finding relevant information and had to con-
duct more extensive research with modified keywords. As another example, one participant was frus-
trated by their difficulties to get loans because their parents did not have social security. These
concerns about disproportionate algorithmic harm and lived experiences of unfair treatment highlight
the unique challenges faced by disadvantaged groups in the era of algorithmic dominance.

3.2.3.3. Cultural practices and raised awareness. In response to systematic disadvantages, marginal-
ized communities engage in cultural practices and develop unique discourses. This, in turn, fosters
heightened cultural sensitivity and general distrust toward digital technology, as they feel targeted by
algorithms: “Probably, because as a Latina I feel like my mom would be like ‘Oh my god that computer
is spying on us’ and get a little paranoid like a lot of other Hispanic people in my family do;” “I’m
Jewish and have learned to be skeptic of anything that has to do with tech and like individual data
collection.” The truth is that such paranoia is not baseless and is often ingrained through acculturation.
More specifically, individuals from minority groups may also experience greater perceptions of concrete
algorithmic risks. For instance, their personal experience of being stereotyped and discriminated sensi-
tized their awareness of potential risks. Positively, this may cultivate “heightened concerns about fair-
ness, equity, and justice in algorithmic decision-making processes” and an understanding of
“algorithmic bias as a systemic issue that reflects broader social inequalities and power dynamics.”
Consequently, minorities may be more likely to engage in active efforts to combat these biases.

3.3. Data integration

The results from both the quantitative and qualitative analyses consistently show differences in per-
ceived risks and efficacy associated with algorithms used by organizations versus those used by individ-
uals. Quantitatively, participants viewed organizational algorithms as significantly riskier than
individual ones and felt a lower sense of efficacy when dealing with organizational algorithms.
Qualitatively, this perception was echoed in participants’ statements, such as one respondent who men-
tioned: “When it comes to algorithms used by an individual, I am less confident in dealing with algo-
rithmic bias as opposed to algorithms used by organizations.” This convergence of data from both
methods underscores the heightened concern and reduced confidence individuals have regarding organ-
izational algorithms, reflecting a broader skepticism toward the institutional deployment of these
technologies.

Conversely, while our quantitative analysis did not reveal any significant differences in perceptions
of risk and efficacy based on race or ethnicity, the qualitative data provided significant insights into
this dimension. For example, a Jewish participant highlighted concerns about how algorithmic decisions
could amplify stereotypes or lead to unequal treatment, particularly on online platforms and surveil-
lance systems: “antisemitic content might affect what gets recommended or filtered, or in surveillance
systems where biases could impact how individuals are profiled or monitored.” Moreover, another
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participant echoed this sentiment, stating: “Being Hispanic and a woman, I can see algorithmic bias
leading to some potential opportunities being more difficult to get.”

Beyond race and ethnicity, gender differences in our quantitative findings present another intriguing
pattern that requires deeper examination. The quantitative finding that male participants reported both
higher perceived risk and greater efficacy regarding organizational algorithmic bias initially appears
counterintuitive, given that algorithmic bias typically disadvantages women and racial minorities rather
than White males. However, this pattern may reflect different conceptualizations of “risk.” While female
and marginalized participants in the qualitative data focused on personal vulnerability and direct harm,
male participants may have been assessing risk in more abstract, societal terms. The qualitative data
suggest that male participants, particularly White males, often acknowledged their relative immunity
from personal targeting: “I am also a white male, so I likely would not be the target of an algorithmic
bias,” yet expressed concerns about broader systemic implications for society. For example, one White
male participant noted “algorithm bias could certainly cause damage to politics and society by influenc-
ing what and how people think and vote, but I do not view it as a potential harm to me.” This
detached perspective may enable them to recognize organizational algorithmic bias as a significant soci-
etal risk while simultaneously feeling confident in their ability to address it.

4. Discussion

This study contributes to understanding of algorithmic bias by examining individuals’ perceptions
through the lens of the Risk Perception Attitude (RPA) Framework (Rimal & Real, 2003). Utilizing a
concurrent triangulation mixed methods design, we underscore significant differences in individuals’
perceived risk and efficacy, particularly between organizational and individual-use algorithms, while
illuminating the complex ways that race, ethnicity and gender shape these perceptions. By extending
the RPA framework to algorithmic contexts, we demonstrate how risk perceptions and efficacy beliefs
interact in technological settings. Furthermore, while previous research has extensively documented the
existence and impacts of algorithmic bias, our study provides new insights by empirically investigating
how different demographic groups perceive and respond to these technological risks—a perspective that
has been largely absent from the algorithmic bias literature.

4.1. Organizational versus individual algorithms

Quantitative data indicated that individuals perceive algorithms used by organizations as significantly
riskier than those used by individuals. This perception is likely due to the higher stakes involved with
organizational algorithms, which can impact aspects of life such as healthcare, criminal justice, and
financial stability. For example, biased healthcare algorithms can lead to disparities in medical treat-
ment, while biased risk assessment tools in the criminal justice system can disproportionately affect
minority groups. The lower efficacy scores associated with organizational algorithms further suggest
that individuals feel less capable of mitigating the risks posed by these algorithms.

Within the RPA Framework, individuals can fall into one of four categories based on their risk per-
ceptions and efficacy beliefs: indifferent, avoidant, responsive, and proactive attitudes. Our findings sug-
gest that many individuals fall into the avoidant attitude category when it comes to organizational
algorithms. According to the RPA, individuals with avoidant attitudes are less likely to engage in self-
protective behaviors, such as attempting to remove themselves from online databases or actively devel-
oping strategies to mitigate algorithmic bias. This is corroborated by qualitative finding that those with
high-risk perceptions but low efficacy beliefs were more likely to passively accept algorithmic bias and
rationalize their inaction, a pattern that was particularly salient among marginalized racial, ethnic, and
gender groups. Our data suggest that intersecting identities create particularly complex patterns of risk
perception and efficacy beliefs. Participants with multiple marginalized identities (e.g., being both a
racial/ethnic minority and a woman) described experiencing compounded vulnerabilities to algorithmic
bias while feeling even more powerless to address them. This intersectional effect may intensify avoi-
dant attitudes, as these individuals perceived multiple vectors of potential discrimination yet felt over-
whelmed by the complexity of addressing intersecting algorithmic biases.
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On the other hand, our qualitative data indicate that some participants, particularly those who are
White and male, perceived algorithmic biases as posing little risk to them, regardless of algorithm type.
It’s important to note that this represents a minority perspective within our sample, as our quantitative
data demonstrate that participants overall perceived organizational algorithms as significantly riskier
than individual-use algorithms (M¼ 2.6 vs. M¼ 2.37). For this subset of participants who perceived
low personal risk from organizational algorithms, despite the general trend of higher risk perception,
they also reported feeling little efficacy in addressing organizational algorithmic biases. According to
the RPA, these individuals would exhibit an indifferent attitude, making them the least motivated to
find workarounds for algorithmic bias compared to the other groups (cf., Overbye-Thompson & Rice,
2025 for more information on workarounds to algorithmic bias). However, our quantitative data show
that both male and female participants feel more efficacious in dealing with individual algorithms than
organizational ones, while male participants perceive there being a greater risk for algorithmic bias in
organizational algorithms than female participants. Thus, for individual-use algorithms, these partici-
pants would likely exhibit a proactive attitude, meaning they are more inclined to engage in self-
protective behaviors, according to the RPA. This proactive attitude was reflected in the qualitative data,
where many participants mentioned their ability to find workarounds for individual-use algorithms.
These findings together elaborate the RPA in the novel context of algorithmic biases.

4.2. Strengths and limitations

This study’s qualitative data provided insights into people’s risk and efficacy perceptions when dealing
with algorithmic bias in algorithms used by organizations (e.g., facial recognition algorithms used by
police, hiring algorithms) and by individuals (e.g., Google search, facial recognition on phones).
Although our qualitative data suggested racial/ethnic differences in risk and efficacy perceptions, quan-
titatively we did not find the same results in our sample. Future research should include a sample with
more participant diversity to determine if these results replicate. This discrepancy may reflect several
methodological considerations. First, standardized Likert scales may not adequately capture the
culturally-informed ways different communities conceptualize risk. Our qualitative findings suggest that
marginalized groups may not necessarily report higher numerical risk perceptions, but rather demon-
strate qualitatively different frameworks for understanding algorithmic risks. Second, social desirability
bias may have influenced participants’ responses to standardized risk perception measures, with some
marginalized participants potentially underreporting concerns about algorithmic bias to avoid reinforc-
ing negative stereotypes about being “overly sensitive” to discrimination, due to learned strategies for
navigating academic spaces, or as a result of internalized responses to having their discrimination con-
cerns previously dismissed or minimized.

Third, our study is limited by its sample and cannot be generalized to the broader population. We
selected a student sample because younger, educated individuals are more likely to be aware of algo-
rithms and can therefore provide insights into their risk perceptions of algorithmic bias. However, this
choice creates an important paradox in algorithmic bias research: those most vulnerable to algorithmic
bias often have the least algorithmic literacy and are therefore underrepresented in studies like ours.
This sampling limitation affects the broader generalizability of our findings. Our participants’ high edu-
cational levels likely enabled them to articulate sophisticated algorithmic concerns and propose strategic
responses that may not be accessible to vulnerable populations such as older adults, individuals with
lower educational attainment, or economically disadvantaged groups. These populations may experience
algorithmic bias differently and lack the digital literacy skills needed for the strategic consumption
behaviors our participants described. Future research should prioritize inclusive methodologies that
capture the experiences of those who are simultaneously most affected by algorithmic bias and least
equipped to address it. Fourth, while our qualitative data revealed varying levels of algorithmic aware-
ness among participants, we lacked standardized measures to control for these differences in our quan-
titative analyses. Future research should thus build upon this finding and quantitatively measure
algorithmic literacy or prior knowledge of algorithmic bias as predictors of risk and efficacy perceptions
vis-�a-vis algorithmic bias.
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Despite the limitations of our study, it has several strengths. Our concurrent triangulation mixed
methods design allowed us to capture both the breadth of perceptions across our sample through quan-
titative measures and the nuanced, contextual understanding of how individuals conceptualize algorith-
mic bias through qualitative analysis. This approach was particularly valuable given the nascent state of
research on algorithmic bias perceptions, as it enabled us to identify patterns while also discovering
unexpected themes, such as the four risk dimensions, that emerged from participants’ own experiences
and language. Furthermore, while research has been conducted on algorithm awareness and algorithmic
fairness, perceptions of algorithmic bias remain largely understudied. This is despite the fact that many
algorithms exhibit bias, often disadvantaging the already-marginalized groups. Our findings indicate
that people feel more at risk from bias in algorithms used by organizations than those used by individ-
uals, yet they also feel less capable of addressing such biases. This suggests that individuals may be less
likely to take protective measures against organizational algorithmic bias, even though it could be bene-
ficial for them. Therefore, future research or interventions aimed at combating algorithmic bias should
focus on increasing individuals’ efficacy.

4.3. Practical implications

The findings of this study offer practical insights for individuals navigating algorithmic systems in their
daily lives. For individual-use algorithms like search engines and social media, users can actively protect
themselves by diversifying their information sources, fact-checking content, and strategically managing
their digital footprint through practices like selective engagement with content. When confronting
organizational algorithms in healthcare, employment, or financial contexts where users reported feeling
less efficacious, individuals can benefit from documenting their experiences with algorithmic systems
and requesting explanations for algorithmic decisions that affect them. Furthermore, since users per-
ceive organizational algorithms as higher risk yet feel less able to address their biases, organizations
should prioritize making their algorithmic systems more transparent and accountable. Educational ini-
tiatives should reach out to populations that are vulnerable to algorithmic bias, particularly given that
marginalized groups may adopt an avoidant attitude that may lead them to miss out on important serv-
ices and opportunities.

4.4. Policy implications

Our findings also point to several important policy-level recommendations that could address algorith-
mic bias at a systemic level. Given that participants perceived organizational algorithms as significantly
riskier yet felt less efficacious in addressing their biases, regulatory frameworks are needed to bridge
this gap between individual vulnerability and limited personal agency. For example, our results support
the need for mandatory algorithmic auditing requirements, particularly for organizational algorithms
used in high-stakes domains such as healthcare, criminal justice, employment, and financial services.
Since participants expressed concerns about the opacity of organizational algorithmic systems and their
limited ability to address biases in these contexts, policymakers should consider implementing regular
bias audits conducted by independent third parties. These audits should specifically examine the four
risk dimensions identified in our study: mental health impacts, privacy and exploitation risks, fairness
and discrimination outcomes, and segmentation and polarization effects.

In addition, our findings on inequalities in efficacy perceptions suggest that algorithmic literacy ini-
tiatives should be incorporated into broader digital rights education policies. Such programs should be
designed with particular attention to addressing the differential impacts of algorithmic bias on various
demographic groups, helping to build the collective efficacy needed to advocate for fair algorithmic
systems.

5. Conclusion

This study contributes to the new body of literature on algorithmic bias by highlighting how percep-
tions of risk and efficacy vary based on the type of algorithm and demographic factors. The integration
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of both quantitative and qualitative data offers a comprehensive understanding of these perceptions,
providing valuable insights into the perceived risk of algorithmic bias. Given the lack of empirical lit-
erature focusing on better understanding algorithmic bias and its risks, adopting a mixed methods
research design was of key importance to holistically understand individuals’ perceptions towards algo-
rithmic biases. By combining both forms of data, our results invite further study in this new body of
literature by giving other researchers a better depth of understanding. By leveraging the RPA
Framework, this research underscores the importance of considering both risk perceptions and efficacy
beliefs when developing future studies aimed at combating the negative impacts of algorithmic bias,
which can lead academic researchers, organizations and individuals to develop better strategies to
reduce algorithmic bias in hopes of making algorithms more equitable for everyone.
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Appendix A

Measures

Risk perception

Response options (for all items):
Please tell us how you feel about the following:
1¼Not at all, 2¼ Slightly, 3¼Moderately, 4¼Very, 5¼Extremely

Organizational Algorithms

� How concerned are you (if at all) about algorithm bias in algorithms that are used by organizations?
� When you think about algorithm bias in algorithms that are used by organizations for a moment, to what

extent do you feel fearful?
� When you think about algorithm bias in algorithms that are used by organizations for a moment, to what

extent do you feel anxious?
� When you think about algorithm bias in algorithms that are used by organizations for a moment, to what

extent to you feel worried?
� Considering any potential effects that algorithm bias in algorithms that are used by organizations might have

on you personally, how concerned are you about algorithm bias?

Individual Use Algorithms

� How concerned are you (if at all) about algorithm bias in algorithms that are used by individuals?
� When you think about algorithm bias in algorithms that are used by individuals, to what extent do you feel

fearful?
� When you think about algorithm bias in algorithms that are used by individuals for a moment, to what extent

do you feel anxious?
� When you think about algorithm bias in algorithms that are used by individuals for a moment, to what extent

to you feel worried?
� Considering any potential effects that algorithm bias in algorithms that are used by individuals might have on

you personally, how concerned are you about algorithm bias?

Efficacy beliefs

Response options (for all items):
Please tell us how true the following statements are to you:
1¼Not True at All, 2¼ Slightly True, 3¼Moderately True, 4¼Very True, 5¼Exactly True

Organizational Algorithms

� I could always manage to solve difficult problems relating to algorithm bias in algorithms that are used by
organizations if I try hard enough

� If confronted with algorithm bias in algorithms that are used by organizations, I can find the means to get
what I want

� It is easy for me to stick to my aims and accomplish my goals if confronted with algorithm bias in algorithms
that are used by the organizations

� I am confident that I could deal efficiently with unexpected events related to algorithm bias in algorithms that
are used by organizations

� Thanks to my resourcefulness, I know how to handle unforeseen situations relating to algorithm bias in algo-
rithms that are used by organizations

� I can solve most problems relating to algorithm bias in algorithms that are used by organizations if I invest the
necessary effort

� I can remain calm when facing algorithm bias in algorithms that are used by organizations because I can rely
on my coping abilities

� When I am confronted with algorithm bias in algorithms that are used by organizations, I can usually find sev-
eral solutions

� If I am in trouble relating to algorithm bias in algorithms that are used by organizations I can usually think of
a solution

� I can usually handle algorithm bias in algorithms that are used by organizations
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Individual Use Algorithms

� I can usually handle algorithm bias in algorithms that are used by organizations
� If confronted with algorithm bias in algorithms that are used by individuals, I can find the means to get what

I want
� It is easy for me to stick to my aims and accomplish my goals if confronted with algorithm bias in algorithms

that are used by individuals
� I am confident that I could deal efficiently with unexpected events related to algorithm bias in algorithms that

are used by individuals
� Thanks to my resourcefulness, I know how to handle unforeseen situations relating to algorithm bias in algo-

rithms that are used by individuals
� I can solve most problems relating to algorithm bias in algorithms that are used by individuals if I invest the

necessary effort
� I can remain calm when facing algorithm bias in algorithms that are used by individuals because I can rely on

my coping abilities
� When I am confronted with algorithm bias in algorithms that are used by individuals, I can usually find sev-

eral solutions
� If I am in trouble relating to algorithm bias in algorithms that are used by individuals I can usually think of a

solution
� I can usually handle algorithm bias in algorithms that are used by individuals
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